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EU “Digital” Jurisprudence
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Law Enforcement Area Rights & Freedoms
GDPR \IANEPAONRS personal data transparency, autonomy, fiduciary
Diqitial Services Act NOV-2022 service transparency, autonomy, fiduciary
Digital Marget Act MAY-2023 market autonomy

Data Governance Act SEP-2023 market fiduciary

Al Act AUG-2024 technology fiduciary

ePrivacy Reg draft communication transparency, autonomy, fiduciary
Data Act JAN-2024 data autonomy

Health Data Space Autumn 24 health data autonomy, fiduciary
Interoperable Europe APR-2024 data, software autonomy

Act



¥ £U Al Act

Engaging Content
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Aims to protect health, safety
and fundamental rights
Enable access to EU single
market for Al products/services

Part of New Legislative
Framework for product health

= High Risk: and safety harmonization across
N _ © Permitted subjec EU single market
SRCNINCEI <C to compliance and
VIR o O : -
suw s B conformity A Risk-based approach to
St 23 ks assessrzg;‘t (Art 6- regulating Al
3\5} If_g S Requires product certification
g sle 8 EEE & surveillance for high-risk Al
SEIES R Non-High Risk Systems (Art system
Sol= 8 ) ;——:\ 9 y y _ _
=R © o 6.3, 80) Separate direct regulation of
2 General Purpose Al Systems




Mg Impact/Risk Assessment : Three little words ...

—mae - @NCA fundamental rights”

Engaging People

* Reference to
European
Fundamental Rights

* Broad expansion in
scope of EU product
certification

ErE [Ernty ey o | ] N ST+ Requires
Ao oo EEETR PR B understanding of
legislation that
protect these rights

* |ntroduces Legal
Uncertainities

Vi Justice 47 Effective remedy 48 Presumption of innocence 49 Legality and proportionality of SO Ne bis in ¢ y
(Articles 47-50) and fair irial and right of defence criminal offences and penalties dem [ ] A R e q u I ato rv Tu rn
Vil Genecal provisions. 52 Scope and 53 Level of 54 Prohibition of : I 'th "

e | [ [t in Al ethics?

https://commission.europa.eu/aid-development-cooperation-fundamental-
rights/your-rights-eu/eu-charter-fundamental-rights_en



https://commission.europa.eu/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
https://commission.europa.eu/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en

Al Actis a Co-regulatio
Model

* Risk Management&
A Documentation Obligations

Provider

| v on Al value chain actors
st « Member States and EU
appoint Oversight
\Y[eYo =Y AUthO”“eS
Provider . .
* Some monitoring role for
Affected Stakeholders:
citizens and NGOs

Affected Stakeholders



Monitor II;elws(e&
& Act o S
Guidelines

Report
Incidents

\ Realise

Impacts

Test &
Deploy
Product

Al Actis a Requlatory Learning
Framework

Providers must assess and treat risks
For severe risks with known treatments
— external certification required
Otherwise providers can self-certify

If Risks materialize post-deployment,
products can be removed, correctives
demanded and fines levied

Learning on new risks shared across
market & authorities

Regulator Leaning via Sandboxes and
Human Trials accelerate learning and
sharing knowledge on risks



Al Act: Requirements on High Risk Al System Providers
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Determine if classified as High Risk

Ensure Design and Development are in compliance with Quality
Reg: risk management, data quality, transparency, Management
traceability, auditability, robustness, accuracy, System

cybersecurity, human oversight

Third Party or Internal Conformity assessment procedure

Affix CE mark c €

Put on Market/into Service

Source: European Commission



EU Parliament Council Courts

Commission Scientific panel
Al Office Al Board

Advisory forum

« Sectorial product certification bodies
« Sectorial market surveillance

Member State  National Competent Authority authorities in each Member State
« Al Office provides guidelines,
Courts | Sandbox | Fundamental Right Protection coordination and GPAI oversight

 European Al Board representing
national competent authorities

« Advisory forum and scientific panel

« Commission empowered to change
certain Al system type definitions,
derogations and documentation
requirements

GDPR Product Market
supervisory | Certification Surveillance

Prowder -
Data

Provider Deployer Complex network of authorities across
sectors and member states —
Model Coordination and Knowledge Sharing

GPAI Provider are key to consistent enforcement




ﬂ'ﬂ Al Act Annex II: Al areas already subject to Harmonised

Legislation & Certification e.g. existing IE authorities

Engaqmg Content
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Harmonised
Area legislation [Responsible Irish Body
machinery 2006/42/EC |Health and Safety Authority
toys 2009/48/EC | Competition and Consumer Protection Commission
recreational/personal watercraft 2013/53/EU |Dept of Transport
lifts 2014/33/EU |Health and Safety Authority
explosive gasses 2014/34/EU [Health and Safety Authority
radio equipment harmonised legislation 2014/53/EU |ComReg
pressure equipment harmonised legislation 2014/68/EU |Health and Safety Authority
cableway installation harmonised legislation 2016/424 Commission for Railway Regulation
Health and Safety Authority & Competition and Consumer
personal protective equipment harmonised legislation 2016/425 Protection Commission
Health and Safety Authority & Competition and Consumer
burning gaseous fuels harmonised legislation 2016/426 Protection Commission
medical devices harmonised legislation 2017/745 Health Products Regulatory Authority
in vitro diagnostic medical devices harmonised legislation [2017/746 Health Products Regulatory Authority
civil aviation harmonised legislation 300/2008 Irish Aviation Authority
two- or three-wheel vehicles and quadricycles harmonised
leqgislation 168/2013 Under consideration
agricultural and forestry vehicles harmonised legislation 167/2013 Minister for Agriculture, Food and the Marine
Department of Transport.
marine equipment harmonised legislation 2014/90 Marine Survey Office
rail systems harmonised legislation 2016/797 Commission for Railway Regulation
motor vehicles and their trailers and components
harmonised legislation 2018/858 Road Safety Authority of Ireland
civil aviation safety harmonised legislation 2018/1139 |Irish Aviation Authority




"ﬂoﬁ' High-risk Al System Types

'!i ng Con 'f
ing Peo

High risk applications identified in Annex llI:

« Biometric identification and categorisation of natural persons (externally
certified)

Management and operation of critical infrastructure
Education and vocational training
Employment and workers management, access to self-employment

Access to and enjoyment of essential private services and public
services and benefits

Law enforcement
Migration, asylum and border control management
« Administration of justice and democratic processes



Mapping the Act’s Regulatory Learning Space

Overmght Authontles Al System Types

Al
Provider

Data

Provider

Model
Provider

Affected Stakeholders

Prohibited
Annex |
Annex Il
Non-High Risk
GPAI A
Subject to voluntary

codes of practice

/

«
Areas of Protections
«  Safety
. Health

Fundamental Rights
. Democracy
Environment

Value Chain Use Cases

Deployer FRIA

HRAI Provider-
Deployer

Public Procurement of
HRAI

GPAI Provider-HRAI
Provider

GPAI Provider—HRAI
Deployer

HRAI Deployer
Substantial Change
Risk Materialisation/
Incident Reporting



Standardisation and Interoperability Challenges for the Al Act

« Complex info exchange
between Al Providers/Deployers
& Authorities

 Value Chain Transitivity of
Quality/Risk Assessments and
Incident reports

Public Interest comparisons of
FRIA/incidents/risks assessment

-

27 member states

~

|
-

Conformlty
~ Assessment Bodies

]

Health, safety +
54 fundamental
rights

CE Mark

existing product regulation + Qversight Authorities:

new biometric identification

*existing product regulation +
new high-risk areas

A

~

Market Surveillance

1L

J

4

Risk Assessment

/I'

Data/Model
Suppliers

]._.

\

Authorities
A
< — |
Audlts and Incident Reports
Al Prpvider

Support

Leadership

/

FRIA

Al
Deployer

Data/Model importers
(US/UK/CN etc) . Mapping from cert|f|cat|on from other
-

N

Affected Stakeholders:
EU residents impacted by Al high risk areas

B




Role of Standards in Product Certification:

Presumption of Conformity

GRC Standards Certification/Accreditation Schemes Certification
Standards
Created by: Created by: Created by: Issued by:
Standards Committees (e.g. SC42) CASCO Governments, regulatory Accredited

: bodies, certification Certification Body
l l bodies, industry, trade
organiziions, etc.

Compliance Governance Y, .
';":fﬂ' \ Certification —
P, security] AN Schemes —

) Used by:
Organizations
For:
l Customers,
supply chain,
Used by: Used by: regulatory compliance,
Used by: Accredlltatlon CEl‘tIfIC.atIDn competition
Organizations globally bodies bodies -
=
g2 2 Q ogr =
[ TY ] 12
LA Tan




g‘ CENELEC ==

Requirement for European Standard
https://ec.europa.eu/growth/tools-
databases/enorm/mandate/593_en

Risk Management Systems for Al systems
Governance and quality of datasets used to
build Al systems

Record keeping through logging capabilities by
Al systems

Transparency and information provisions for
users of Al systems

Human oversight of Al systems

Accuracy specifications for Al systems

Robustness specifications for Al systems

Cybersecurity specifications for Al systems

Quality management systems for providers of Al
systems, including post-market monitoring
processes

Conformity assessment for Al systems

Candidate SC42 standards

ISO/IEC 23894 - Ai Risk Management

ISO/IEC 5259 - Data quality for analytics and machine
learning

ISO/IEC 24970 — Al system logging

ISO/IEC DIS 12792 - Transparency taxonomy of Al
systems

ISO/IEC AWI 42105 - Guidance for human oversight of Al
systems

ISO/IEC AWI TS 25223 - Guidance and requirements for
uncertainty quantification in Al systems & ISO/IEC AWI
23282 - Evaluation methods for accurate NLP systems

ISO/IEC TR 24029 Assessment of the robustness of neural
networks

ETSI

ISO/IEC 42001 Al management system &
ISO/IEC 27001:2013 Information security management
systems

ISO/IEC DIS 42006 - Requirements for bodies providing
audit and certification of Al management systems

TSN
i JTC1

SC 42 - Artificial Intelligence

- EC Request for Harmonized
Standards from ESO

« Compliance by Providers
conveys presumption of
conformity

« But Provider would remain
responsible for satisfying
Act requirement and
harmonized standard
remain under review

« If unsuccessful, EC can
define Common
Specifications

« Preference to use existing
international standards
(e.g. SC42 - but these
cannot address national
legal requirements)

https://publications.jrc.ec.europa.eu/repository

/handle/JRC132833

13


https://publications.jrc.ec.europa.eu/repository/handle/JRC132833
https://publications.jrc.ec.europa.eu/repository/handle/JRC132833
https://ec.europa.eu/growth/tools-databases/enorm/mandate/593_en
https://ec.europa.eu/growth/tools-databases/enorm/mandate/593_en

Interoperability Challenges

Al Act is a Learning
Framework

SC42 Standards
focus on process vs
Info exchange

Complex value
chains

Need for broad
stakeholder
engagement

Semantic Web Benefits

Provisional, extensible,
progressively specific semantic
vocabularies

Semantic mapping from Act and
standards concepts

Upper layer models for flexible
semantic interoperability with
permissionless innovation

Open access availability,
especially for SME, NGO, public
sector

Mappable & comparable
Parallel development through
name spaces

Serialisation and Web API
integration

Serialisation, APl and access
control

Open tools for queries,
constraints, rules, catalogues &
user interfaces

14



ahgned

Input Output Outcomes Impact %f"
« Open data for « Semantic GDPR « W3C Data Privacy * International s
GDPR models - Legal Vocab leadership — open data

compliance Text, Consent & « EU Legal Data privacy vocabulary
 Open Provenance prize * Industrial DPV

provenance, « Series of « EU Pub Office adoption

queries, Publications Engagement « Consent Receipt

constraints

Data Privacy Vocabulary (DPV)

version 2
Draft Community Group Report 01 January 2024

Latest published version
S Xel

Latest editor's draft:
https://w3id.org/dpv/

Editor:
Harshvardhan J. Pandit (ADAPT Centre, Dublin City University)

Author:
Harshvardhan J. Pandit (ADAPT Centre, Dublin City University)

Feedback:

GitHub w3c/dpv uests, new is: open es)
Copyright @ 2024 the Contributors to the Data Priv: cchabuIry(DPV)Spsc ication, published by the Data Privacy Vocabularies and
Controls Community Group un d r the W3C Community License A (CLA). Ahi dable summary is available.

The Data Privacy Vocabulary [DPV] enables expressing machine-readable metadata about the and
Araracsinn of nerennal data haced an lomiclative reamiremente atirh as the Coeneral Data Bratection Remilatinn

https://w3id.org/dpv/

|IE and EU funding ISO/IEC TS 27560

‘;\1 Protect ITN

@

Focus:

* Informal, multi-stakeholder

 Deep legal compliance
knowledge

IRISH RESEARCH COUNCIL *  Open access, machine readable

An Chomhairle um Thaighde in Eirinn
specs


https://w3id.org/dpv/

F: Findable

e e

'Legally Comp _JlantF Al

AIR
Legaﬁ%Ce pllan,t” batafShgr&

..... '5 (o'

A: Accessible
= Laga,!l%CempLanWaIue,

G Rl W3~
LN o
Harmonising FAIR data sharing with

Machine-Readable Metadata for Legal Comphance

e —— V’\

16
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Instruction For Use
(Art. 13)

LisPartOf

EU Declaration of Conformity
(Art. 18 & 48, Anx. V)

Anx. IV (1g) W

Technical Documentation

Post-Market
Monitoring Plan
(Art. 61)

isPartO
(Art. 11, Anx. IV) Anx. IV (8)
Anx. 1V (4) ’ TAnx IV (8)
~—isPartOf isPartOf
( 3
Risk Management System | | Post-Market Monitoring isBasedOn
Documentation System Documentation
(Art. 9) (Art. 61)

Quality Management System Documentation

\_ (Art. 17)

Al Act requirements

Art.6
Classification rules for
high-risk Al systems

Art. 9

Art. 11
Technical documentation

\_/‘—\

Art. 13
Transparency and provision

e

Art. 49
Registration

\,/——\

Art. 27
Fundamental rights impact
assessment for high-risk Al

systems

of information to deployers [~

w

Art. 43
Conformity assessment

\_/—\

Art. 71
EU database for high-risk Al
systems listed in Annex Il

.

Risk Management system |~

\_,/\"

e

./.

"~
)
y

Al Act: Risk Management and Documentation Use
Cases

Determining high-risk Al
systems per the Al Act

v\ Managing Al risks and impacts

Generating risk documentation

'
<< includes >>

Generating technical
documentation

ommunicating intended use

st of Al system to deployers

Registering high-risk Al system
into the EU DB

Conducting fundamental rights
impact assessment

Querying risk information for
assessing the conformity with the
Act

Setting up the EU database

Al provider

Al Deployer

Authorities



f’fw Harmonised Standards for Technical Requirements
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Organization System
v v v v v
Risk Management Governance Development Design Functionality Implementation
ISO/IEC 42001 |IEEE P2683 I
ISO/IEC 23894-2 ISO/IEC 5394 ¢ ¢
Transparency Explainability
v 4 h 4 v
IEEE P2894
Bias Ethics Data Management Quality IEEE P7001 ISO/IEC 6254
|IEEE P7003 ISO/IEC ISO/IEC 8183 ISO/IEC 25059-X v v v
ISO/IEC 24027 TR 24368 CEN/CLC XXXXX ISO/IEC 5259-X ) o
Assessment Al Lifecycle Sustainability
+ Documented information regarding
operation of processes ISO/IEC 24029-1
+ Rosults of Al risk sssesaments K i l v ISO/IEC Y0000 ISO/IEC 5338 CEN/CLC XXXXX
+ Results of Al nsk treatments Safety ‘ Security Privacy
+ Results of Al impact assessments L
« Al risk management resources
: : . ISO/IEC TR 5469 | | ISO/IEC TR 6089-1
Information regarding competence * Result of Al risk management system ISO/PAS 8800 ISO/IEC 7769 ISO/IEC TS 6089-2
monitoring, measurement, analysis and 1ISO/TS 5083
evaluation

Al risk management documentation
+ Al risk assessment documentation
= Al risk identification
documentation
« Al risk analysis documentation
= Al risk evaluation documentation
* Al risk treatment
Al system impact assessment
Al objectives
Al management system change plan

AI Manag

System
(ISO/IEC 42001)

Planning

Leadership

Context

¢+ Documented information regarding
implementation of the audit
programme

* Audit results

* Information regarding Al risk
management system review

* Documented information regarding non-
conformity and corrective actions

= Al risk management policies
+ Al management system roles and
responsibilities

a s s s s

Role of organisation in relation to the Al system
External context of Al system

Internal Context of Al system

Intended purpose of the Al system

Expectations regarding Al risk management
Scope of Al risk management system

Tl JTC 1

1EC

INFORMATION TECHNOLOGY STANDARDS

SC 42 - Artificial Intelligence

Znsal




Mapping Al Act Requirements to AIMS

Requirements

TAIR

- TAIR demo: The demo explores the Title Il
of the Draft Al Act mapped to High-Risk Al ik tmirig Lo
System requirements (1SO 42001) o S ] amein]

T Ry, |
ret:Resource f tair RequirementCollection Pof WFom
g | i r v
T S e L ¥ : T T
:I:“fﬁm " ...";! : m"‘;mﬁﬁ‘...' :....."i'?.“.’.'PE"'
By 1P '9'““‘: R s | f—
[ MOy L rigsing | [ rettenl |
Title name: Chapter Article Article name: faConmiveRequioment drtinr doncts
Title I1I - High-Risk Al Systems (Chapter3 +| Aicle 18~ Obligation to draw up technical | tir DisjuniveRequirement | Vv ¥ %
ation [tair-Requrementspeciicaton| | tairActivity i tainConcept |—— ontolexcLexicalConcept |
o Fay £}
o
Requirement Related Concept(s) Related AI MSS requirement AN [tae:Stakenoder g 2R REATo
|Article 18.1 Rl v  High Risk Ai Sy... v/  Documented inf... v o W Hopaniciecs wiapicente oriciogiesini ¥ e — | o
rm: hitgfiopen.services netinsim irOrganizationte - - aeadE) Lair-exhititedSy
Requirement definition Concept definition Requirement definition lesietia. httpcwer i netioeology 3. 0erntol . _
. m— e i , det: htpuipu oeg/Scerms) [tairValueChainOrg] tair TrustworthyAiChasacteristic| [, =
Providers of high-risk Al systems shall draw Lexical entry - High Risk Ai System Al management system (AIMS) requirement m:nmm.mm - EERD B e >
the technical documentation referred to in collection - 7.5.1 - Documented information el B S o 1 900202 rcih sy -nsdt
Article 11 in accordance with Annex IV. general redt: P ot W A 2000 rd-schamad —  tairDataProvider |

—| tairAModelDeveloper |
tairAlbppcationDeveloper ]

https://tair.adaptcentre.ie " woane

This project has received funding as a research gift from Meta and is supported by the Science Foundation Ireland under Grant Agreement No 13/RC/2106_P2 at the ADAPT SFI Research Centre and
the European Union’s Horizon 2020 Marie Sktodowska-Curie grant agreement No 813497 for the PROTECT ITN.


https://tair.adaptcentre.ie/

I Rg Semantic Web Framework for Al Act Risk

Management & Documentation
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Annex III high-risk Al Queries for generating | _is used to generate \f Al Gard
determinator risk documentationj - ards

A set of SHACL shapes for A set of SPARQL queries A documentation framework, providing

determining high-risk Al for retrieving Al and risk ellsu_mmaris.ed overyiew of key Al and
etermining high-ns leving ' risk information designed based on the

describes constraints

systems :: n;;irltl?e Al Act, using is queried by information. Al Act's risk management and technical
) ,l, | documentation requirements.
AIRO VAIR l
E Al Risk Ontology, Vocabulfary Of.A| Risks, E ﬂ
! a minimal semantic for an specialisation AIRO W
modelling Al systems and providing a taxonomy of the |
| their risks. concepts.
reuses . .
L Applications J
AlCat has links to odrl
Knowledge representation & structure
. . vocabularies & ontologies
Al Cataloguing Vocabulary, Al Use Policy Profile, fulos ( gles)
an extension of DCAT for an extension of ODRL for SHACL ODRL DCAT
; describing Al Act's notion of Open Digital Rights
representing catalogues of : P e} g
Al systems in the EU intended purpose as use Language Data Catalog Vocabulary
database of Al systems. policies.

Query
L SPARQL J RDF RDFS owL SKOS

https://regtech.adaptcentre.ie
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aﬂo" Al Risk Ontology & Vocabulary for Al Risk
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isAppliedWithinDomain

Aﬁ T Al Operator
: hasPurposh
ANEEi e hasCaEability

! J Al Subject :
usesTechnique—— Al System hasAlSubject !

r— — s
Modality hasModality I hasAlUser :
( hasComponent
isUsedWithinLocality
Locality Of Use

Al Component 5
B2 Area Of Impact Stakeholder |
Concepts extracted from the Al Act !

hasRisk ! OnArea

asConsequence—b[ Consequence }-haslmpam*[ Impact ]

exploitsVulnerability

ing Al system

isRiskSourceFol

B
S rdfs:subClassOf
Vulnerability Event F—mod"lesEven m i
t airo property
Concepts extracted from the Al Act and ISO 31000 regarding risk isFollowedByControl 4, |Laels

Delaram Golpayegani, Harshvardhan J. Pandit, and Dave Lewis. “AIRO: An ontology for representing

Al risks based on the proposed EU Al Act and I1SO risk management standards”. In: Towards a
Knowledge-Aware Al. Vol. 55. I0S Press. 2022, pp. 51-65.

Delaram Golpayegani, Harshvardhan J Pandit, and Dave Lewis. “To Be High-Risk, or Not To Be—
Semantic Specifications and Implications of the Al Act’s High-Risk Al Applications and Harmonised
Standards”. In: Proceedings of the 2023 ACM Conference on Fairness,

Accountability, and Transparency. 2023, pp. 905-915

Law Enforcement

Influence
[Election
Outcome/
Referendum
Outcome/
Voting
Behaviour]

Remote
Identification

Biometric

Judicial
\Authority

\e\ 1© \
9Pl ¥ catione!

/

[
| [Detecting/ Investigating/ /
Prosecuting] Criminal ’

e
‘ocational

Educational

Offences — Assessing [To Be
' r £ ‘Educationall Received/Accessible] Level
Annex Iil 35| Netural Person | Vocson Of Education
e 5 Law Enforcement | Natural Person i
- Assessing Risk Of [Offending/ \ ;2 Groups 34

Reoffending]
‘. - Assessing [Personality Traits/ \
\Past Criminal Behaviour]

El aluatingd Re\'\ab'\\'\ty Of
v

e
3
' & /| eatona T ! /
aret N nsttuton |

- ‘”Gp(\ 56" 5a é‘::\didnt / |

- [Monitoring/ Detecting]

° Prohibited Behaviour DuringTest
‘Bturay
Person, Natural |Employee’ o
Person

2R 0

- S
rect o opleF L pavert
- sele T get @

-P1eci® caton Fitedin®

Ty

" <
Investiod M
Evidenf'?“:‘“oq Crimina! -
Prose ":&ﬁ
offences

300 PPP i creent
/ @Y% | Job
0 £ (et
: sve\‘x\Qa\‘Gi(\o o \ aonTe™®
\O‘g\‘“‘;ﬂ\d i,\“\‘\ N K“qaed‘s‘o:aa\a“"“s
: 2 Y K" e
,6“‘5 P 'Mwoﬂ‘ e\a'\s‘\oﬂo‘_‘ I
SR Of Y8 aa 0295 otion!
A ) = - NS L ot
,(;@ & e . e dxen“‘“w\“aﬁng\
N [r;eanh/ k c°““:'\\of\“9| = | @ Domain
Life Insurance] By . jiouf
by [Risk Assessment/ ) plo¥e® i oe;ae‘\ﬂ“‘a
Pricing] . e erforme Purpose
Cﬁ”&z‘;ﬁ [Evaluating Eligibility For/ o (: ) P
s 4 .'"eéfe git | Granting/ Reducing/ 3 Y »
N Score ing/ L g Toake Ey et @ Al Capabi
Public Assistance Services \ / ?\o‘l‘“‘:‘ oot
S e o
. Blic Se / ‘a.e"““ @ Al Deploy
vate se":iee
ce i @ Al Subjec



Card’s Publisher ~ AIEduX

0‘1 Al Card: Lightweight Al Act Al Cards: Proctify e
. Card’s anguage ng
" hueps:/fravigl com/DelaramGlp/airo/main/usecase/proctify.cil Contact Info roctify@aiedux.o;
" Documentation : .

Engaging Content 1. General Information 2. Intended Use
Engaaing People . Domain: Education
Version: 1.2 Purpose: Detecting suspicious behaviour
Modality: Software during online exam
<" Al Act enforcement Al Techniquefs): ML>>ANNz>Deep learning Capability: Facial behaviour analysis, video
: i Provider(s): AIEduX analysis
: Developer(si: AIEduX Dcphgtr: USni‘;el‘Si[y within EU
i 3 Al Subject: Students
Conformity Assessment Body European Commission Al Office
3. Key Components 4. Data Processing
Monitors current states of Al adoption L SusBehaved Input data
J T P R R e Facial video l Personal
- gt uses for creating automated compliance tools Category Facial>>Biometrics _| Facial>>Biometrics
uait g P
AREEs DPIA [x]
Facial Analysis Toolkit 3.3.2 Non-Personal
= tinyurl.com/3wnyxyun S ‘Anonymised
{ development Al deployment and use FN e w T FP Licenced a
: tinyurl.com//2hnth6bb M 5. Human Involvement
Al Provider —————generates Al Cards |« uses——— Al Deployer ey Level of Automarion: Partial automation
SusBehavedDataset 2.0.1 Human Involvement: Human decision
tnyurlcom/dbdwhuwd D
W Intended | Active |Informed | Control
SusplC}ous D - o ex-post
J uses behaviour Model e challenge
has link to Al End-user alarm System the room) B |Nooprout
use General Purpose Instructor No opt-out
,,,,,,,,,,,,,,,, 6. Risk Profile
Component :
doc. Impacton | Risk Measures
Likeli. |Severity |Residual| Org. | Tech. |Monit. | Secur. | Transp. | Log
Health & Safery | v | VEish | Lo a e
Fundamental Rights | High V- High Low
is a Society Low Med a a
AL Environment Low Low [ Low [~ ] a [~ ] %]
7. Quality ( 8. Pre-determined Changes \
Impacton |
Beaat i Model Card GenAl Accuracy frequency | Performance Risks
ARSIOo ) doc. Susbehaved model | 2 Month [}
Explainability Cybersecurity
. . R Mitigation measures | 2 Week (]
x A D. Golpayegani, I. Hupont, C. Panigutti, H.J.
A . , .
generates generates generates Pandlt, S. SChade, D.O Sulllvan, and D. - - .
I | ¥ . X Usability Robustess | | 9. Regulations & Certification |
Lewis. “Al Cards: Towards an Applied
X Regulations E GDPR & Al Act selfasses]
Data Provider Model Provider GenAl Provider Framework for Machine-Readable Al and [, D%, slfars)
i i i Functional Fairness Standards |[SO/TEC 27001:2022]
Risk Documentation Inspired by the EU Al adapasbilcy —— .
Codes of |[EU, use of Al and data in teaching and learning
” . H H H
Act’. In: Privacy Technologies and Policy conduct | foredutors]




0‘1 Al System Catalogues and Usage Policies: DCAT and

ODRL

Engaging Content
Engaging People

<<Mandatory>>

+ dctiidentifier: rdfs:Literal [1..7]
+ dct:title: rdfs:Literal [1..7]
+ detdescription: rdfs:Literal [1..7] ( [ UseAgreement J [ UseOffer ][ UseRequest ]

[ AlModel ] [ Dataset ] L J J

AlComponent

Re—
(

<<optional>> A =
( + dctissued: xsd:date [0..1]
+ det:modified: xsd:date [0..1] GPAIModel - ) UsePalicy
+ deatap:applicableLegislation: eli:LegalResource [0.."] Ly assigne target
dcat:resource J y Deploy
dcat:resource deat:dataset L
AlProvider "
Policy ImplementControl
v
airo:AlSystem airo:MLModel dcat:Dataset ‘ AlDeployer permission )
prohibition Modify
<<Mandatory>> <<Mandatory>> <<Mandatory>> v obligation
. ) + dctidentifier: rdfs:Literal [1..*] Deployer ———assigne
+ dctiidentifier: rdfs:Literal [1..7] + detiidentifier: rdfs:Literal [1..] + detiitle: rdfs:Literal [1..%] A
+ det:itle: rdfs_:L\leraI [1 :.‘] + dct:title: rdfs:Literal [1..7] + det:description: rdfs:Literal [1.."]
+ det:description: rdfs:Literal [1..7] + det:description: rdfs:Literal [1..”] + odrl:hasPolicy: aiup:UsePolicy [1.."] — - Constraint
+ dctiisReferencedBy dcat:Resource [0..%] + det:issued: xsd:date [0..1 H
+odrl:hasPolicy: aiup:UsePolicy[1..] + detlicense dm:LicengeDgcument [.7 : leftOperand opeator
+ tech:hasMarketAvailability Status: tech:MarketAvailabilityStatus [1..*] + odrl:hasPolicy: aiup:UsePolicy [1..] Purpose .
+ dpv:hasCountry: dpv:Country [1..*] L
<<Optional>> » i : _rmfee
AlCapability i ' a0 | rgrs:subClassOf
+ airo:hasModality airo:Modality [0..*] w4 : —_—
+ det:conformsTo: det:Standard [0...] § i Elements from ODRL 2.2 : ) oart property
AlSubject i ‘ - —_—
:’- { Control ] [ seq ]
LocalityOfUse H
/ w Labels
- ReportRecipient
dct:hasPart, rdfs:subClassOf

airo:hasTrainingData,
airo:hasTestingData,

airo:hasValidationData, dcat:Resource

airo:t p
airo:hasOutput,
airo:hasModel

airo:isDeployedB:
airo:isProvidedBy plovedty

y
airo:AlProvider airo:AlDeployer

[ ] AIUP: an ODRL Profile for Expressing Al Use Palicies to
g Support the EU Al Act”, Delaram Golpayegani, Beatriz Esteves,
Harshvardhan J. Pandit, and Dave Lewis, SEMANTICS 2024

foaf:Agent |

+ foaf:name rdfs:Literal[1..*]
+ vecard:hasAddress vcard:Address[1..*]
+ veard:hasEmail vcard:Email[1..7]




r’ﬂo‘i Al Semantic Model Extensibility
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2. Intended Use

4. Data Processing
-hasPi dpv:Purpose
T e | wafoms | I:’
i iedWithinDomain of
s dpv:PersonalDataHandling v Datasun R oo
Purpose

dpv:PersonalData

i

|
” dpv:hasPersonalData
hasPurpose dpv:hasPersonalDataHandling

Capability

hasCapabilify 9. Compliance & Certification
1. General Information

Standard
Al Deployer 8. Pre-determined Change
isDi (B
Veriloe Ve isDeployerdBy conformsToStandard

i

Modality Code Of Conduct
hasAlSubject followsCodeOfConduct Change
License
v \ Regulation
Input

~ hasLicense. J 7. Quality
| Output fL p Output Al System 1 s - -
l Al Technique ', sesT.,c,.,.qu—

dav:hasQualityM

dqv:QualityMeasurement

Al Developer sDevelopedBy

dqv:isMeasurmentOf
5. Human Involvement

P dpv:Humaninvolvement dqv:Metric
Al Provider isProvidedBy- hasVuinerabilty
evel Automation Level dqv:inDimensio dqv:dimension
hasCisk
3. Components

hasComponent

providesinput

Version

:

Al Component
Provider

Risk Source

Area Of Impact
OnArea

isRiskSourceFor

Impact
isProvidedBy

J "—'h'"‘"" Impacted Entity

Purpose hasPurpose.

6. Risk Profile

Documentation asDocumentation

l Event }q—modifiesEvent_ Control

t-isFolIowedByComml

F

AIRO newly added

[ AIRO classes s DPV classes DQV classes

—




aﬂoh’f' Conclusions

Engaging Content
ngaaing People

Al systems are now requlated in the EU

New risks management and documentation obligations on Al
Providers

Requires lots of complex, multi-party information exchange

Many legal uncertainties, lots of requlatory learning needed — a
‘requlatory turn’ in Al Ethics

Multistakeholder engagement must represent citizen views on
fundamental rights impact: reporting and redress, public
observatories, incidents logs, legitimized regulatory learning

Semantic Web Technologies offer FAIR, open, extensible,
decentralized models for Al Risk and Documentation

Standardized tools for regulatory info automation support for
scaleable compliance
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